
Computer Security and Privacy
(COM-301)
Week 1: Basic Concepts

Interactive Problem Solving



Establishing a security policy:
When your adversary is the NSA...

Establish what you are trying to protect:

• What is the system under attack?
• Who are the principals?
• What are their assets?
• What are the security properties to maintain?

Define against whom and how:
• What is the threat model?
• What would be your security policy?
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Establishing a security policy:
...or a young hacker.

Establish what you are trying to protect:

• What is the system under attack?
• Who are the principals?
• What are their assets?
• What are the security properties to maintain?

Define against whom and how:
• What is the threat model?
• What would be your security policy?
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