Computer Security and Privacy
(COM-301)

Week 1: Basic Concepts

Interactive Problem Solving



Establishing a security policy:
When your adversary is the NSA...

m swissinfo.ch The Swiss voice in the world since 1935

GEOPOLITICS DEMOCRACY SCIENCE SWISSIDENTITY ECONOMY SWISS ABROAD EStainsh What you are trying to prOteCt:
S NSA accused of
tapping Swisscom . : 3
ohone lines What is the sys'ferr.i under attack:
* Who are the principals?
* What are their assets?

 What are the security properties to maintain?

Define against whom and how:
 What is the threat model?
 What would be your security policy?

The Swiss Federal Prosecutor’s Office is investigating
whether America's National Security Agency (NSA)
tapped Swisscom phone lines. The accusation comes
from Austrian parliamentarian and whistleblower
Peter Pilz.
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https://www.swissinfo.ch/eng/politics/nsa-accused-of-tapping-swisscom-phone-lines/41454902
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Establishing a security policy:
...or ayoung hacker.

VAUD

Mots de passe et photos intimes
dérobés a I'Unil

Establish what you are trying to protect:

 What is the system under attack?

Un étudiant a piégé des ordinateurs publics, notamment a la

bibliotheque de I'Unithéque, pour accéder aux comptes et e \Who are the principa Is?

télécharger des fichiers privés.

 What are their assets?
= =~ e \What are the security properties to maintain?

Define against whom and how:
 What is the threat model?
 What would be your security policy?

Un étudiant a obtenu des centaines de photos intimes en piratant des ordinateurs publics de |'Unil.

https://www.20min.ch/ro/news/vaud/story/Mots-de-passes-et-photos-intimes-derobes-a-I-UNIL-23553124?httpredirect
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